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Project FoReLab — Department of Excellence %R
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Future-Oriented Research Laboratory (Forelab) aims to focusing towards new
methodologies, paradigms, and enabling technologies for Industry 5.0

* Trustworthy Artificial/Embodied Intelligence
(TAEI): The activity focuses on frontier aspects of
trustworthy Al and on the ability of systems to
develop intelligent behaviours as emerging from
the interactions between artificial agents (e.g. )
robots) and the environment, through the body of Reth,nk,ng the i Pure
the agent itself (Embodied Intelligence), with the
aim of promoting widespread, reliable and
integrated use of both.
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Good Al Lab

Fair Spoke 1’s and FoRelLab’s spin-off: Good Al Lab

How to design Trustworthy, Transparent, Robust,
Safe, and Ethically-aligned Al Systems?

« Develop independent methods and benchmarks for
assessing the compliance with the principles of "good Al".

* Provide consultancy, evaluation, and certification services
aimed at companies and public administration

« Deliver multidisciplinary training courses
Location: Department of Information Engineering, UNIPI
Coordinator: Francesco Marcelloni

Scientific Board with members from UNIPI, CNR and

SNS
Circle U.
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https://goodailab.unipi.it/
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The EU view of Al ZiR
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Al ACT (21 May 2024):

... to promote the uptake of human centric and trustworthy
artificial intelligence while ensuring a high level of
protection of health, safety, fundamental rights enshrined
in the Charter, including democracy and rule of law and
environmental protection, against harmful effects of artificial
intelligence systems in the Union and to support innovation.

B4
EU Al Act
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The path toward the Al Act began in 2019 with the
publication of the Ethics Guidelines for Trustworthy Al by the
European Commission’s High-Level Expert Group on Al.

e. Circle U.

European University Alliance
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(inc. auditability)

INDEPENDENT ‘
HIGH-LEVEL EXPERT GROUP ON
ARTIFICIAL INTELLIGENCE

and oversight and safety

L Accountabilit
=3 ‘ [ Human agency J [ . TanItY J [ Technical robustness J

Societal and Seven requirements Diversity non-discrimination
environmental wellbeing toward Trustworthy Al and fairness
Eni b il Privacy and data governance Transparency
FOR TRUSTWORTHY Al
Need to collect data to train accurate Al models “Al systems and their decisions should be explained

clashes with need to preserve privacy of data owners. In a manner adapted to the stakeholder concemed.

Fed-XAl

Federated Learning of eXplainable Al models
o, Circle U.

European University Alliance
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FUTURE Al RESEARCH

= |
INDEPENDENT
HIGH-LEVEL EXPERT GROUP ON
ARTIFICIAL INTELLIGENCE
SET UP BY THE EUROPEAN COMMISSION

and oversight and safety

[ Human agency J [ Accountability J [ Technical robustness J

* X & Societal and Seven requirements Diversity non-discrimination
o environmental wellbeing toward Trustworthy Al and fairness

Emaesuonn The University of Pisa with the idea of Federated Learning of Explainable
Artificial Intelligence Models (Fed-XAl) has been selected as Key
Innovator by the European Commission's Innovation Radar.

Need to collect data to train accurate Al models “Al systems and their decisions should be explained
clashes with need to preserve privacy of data owners. In a manner adapted to the stakeholder concerned.

Fed-XAl
Federated Learning of eXplainable Al models

European University Alliance
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Privacy and Data Governance

* Increasing attention towards privacy preservation
 EU General Data Protection Regulation (GDPR)

* Novel learning paradigm: Federated Learning
* Training a centralized model on decentralized data
e Participants share model updates, not data

Combined

. model
Initial

model

Figure from https://ml.berkeley.edu

Q https://support.google.com/

= GuidadiGboard Q m
* EXa m p I eS : Personalizzazione Scopr| come Gboard

Apprendimento

Adatta Gboard ai tuoi modelli di utilizzo di . mlCI'IOra nel temDO

digitazione e digitazione vocale Puoi contribuire a migliorare le parole suggerite da
Gboard quando digiti o parli con la tastiera. Cio che
digiti o dici rimane memorizzato sul dispositivo e una
Mig“ora voce e digitazione per tutti tecnologia chiamata apprendimento federato

 Gboard
° - . Gboard realizza miglioramenti del modello sul consente a Gboard j]l \‘II'[):I(NL‘ parole e frasi nuove,
O I Ce SS I Sta nt dispositivo in base ai tuoi modelli di utilizzo. senza iiviare | tuol datl a Google

Con il tuo permesso, Gboard utilizzera questi . Le informazioni che Gboard apprende potrebbero

miglioramenti complessivi per aggiornare i
servizi vocali e di digitazione di Google.

Ulteriori informazioni

e. Circle U.

European University Alliance

essere inviate ai servizi Google, senza includere i testi
digitati o le registrazioni vocali e audio, ed essere poi
combinate con le informazioni apprese da altri utenti,
al fine di creare modelli di apprendimento migliori per
te e per tutti. Ad esempio, se migliaia di persone
iniziano a inserire un nuovo riferimento alla cultura
popolare o iniziano a dire un nuovo nome, Gboard pud

imparare a suggerire questi dati.
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Popular approaches (Federated Averaging) 7 2
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How does it work? : - - —
Algorithm 1 FederatedAveraging. The K clients are

indexed by £: B is the local minibatch size, E is the number
of local epochs. and 7 is the learning rate.
Server executes:
initialize wy
for eachroundt =1,2,... do
m + max(C - K, 1)
S; + (random set of m clients)
for each client & € S; in parallel do

wk, |« ClientLIpdﬂte{k,u.'t}
Federated Learning (Source: https://proandroiddev.com/federated-learning-e79e054c33ef) Wiy E ng Fr .
T k=1 n Wi+

// Run on client
~ BB + (split Py, into batches of size B)
for each local epoch i from 1 to E do
for batch b € B do
w — w — nVE(w;b)
return w to server

= fraction of clients that participates in each federated round yo ClientUpdate(k, w):
total number of clients (indexed by k) |

= number of training passes each client makes over its local

dataset on each round
e B = local minibatch size used for the client updates

(B = = indicates that the full local dataset is treated as a single minibatch
* P, = setof indexes of data points on client k, with n;, = |P|

C
c K
/%

Zhu H.\,?uj ''''' L|uSJ|n Y.Federated learning on non-IID data: A survey (2021) Neurocomputing, 465, pp. 371 - 390


https://proandroiddev.com/federated-learning-e79e054c33ef
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Transparency

* Communication
* Humans have the right to be informed that they are interacting with an Al system.

* Traceability

» Data gathering/labelling and algorithms should be documented to the best possible
standard

* Explainability

» Systems and decisions should be explained in a manner adapted to the
stakeholder concerned

* Easy for decision trees, critical for deep neural networks

Deep neural network

hidden layer 1 hidden layer 2 hidden layer 3

Deep neural networks
* Multiple layers of non-linear information processing

* Often referred to as opaque or black-box models
10




Explainability

* How to achieve explainability? -

 How to characterize inherent interpretability?
* There exists a trade-off* between

* model accuracy

* model interpretability

*given

* atarget function of a certain complexity, and

* asuitable amount of avaliable data

Post-hoc Explainability Techniques

Design of Inherently Interpretable Models

Accuracy

—_

Hybrid Modelling Approaches
Explainability-preserving Modelling Approaches
Interpretable Feature Engineering

ﬁ‘dﬂcea'co ﬁ;rceffoﬂ /

Explaining "black-box" techniques
"Transparent box" design

Interpretability

11
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Interpretable Models:

Fuzzy Decision (FDT) and Fuzzy Regression (FRT) Trees

* Directed acyclic graph

* Generated in a top—down way by performing recursive partitions of the attribute space.

* Typically, requires a fuzzy partition defined upon each continuous attribute.

AA: ; As > As 3

bf.1=af,2 Cf,1=br,2=af,3 Cf,2=bf,3

Size . .
Multi-way FDT IF X; IS Al;]k,l ... AND X IS AFJk,F

F
> THEN yy (X) = Vo + Z Yikir Xi
br1=as, Cr1=bsr=as3 Cso=Dbs 3 =1
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Federated FDT and Federated FRT

e Solution which preserves the
privacy and produces the same
trees as applying the algorithm to
the joining of all local datasets

* |teratively, clients transmit

aggregated data to the server, AQQSZ?aa"ed
which uses this information to

select the variable for the next /
decision node in the global tree. ~
The updated tree is then shared { Client ]

with all clients.

/

.
.

,
[

=

Aggregated data

[ Server ]/
: Global tree

Agg regated ;,:’
A\ data '

v

B

J. L. Corcuera Barcena, P. Ducange, F. Marcelloni, A. Renda, Increasing trust in Al through privacy preservation
and model explainability: Federated Learning of Fuzzy Regression Trees, Information Fusion, Vol. 113, 2025,

https://doi.org/10.1016/j.inffus.2024.102598



FL=federated Learning
LL=Local Learning
CL=Centralised Learning

empirical cumulative
distribution functions
(ECDFs):

statistical function that
represents the proportion
(or count) of observations
in a sample that are less
than or equal to a given
value.

Performance

¢

dn lu=FL-1LL
Do =FL-CL

-4 -3 2
RMSE score differences

+

AF{_—[_{_ =FL—LL
B —co=FL-CL
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Be - =FL-LL
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RMSE score differences

AFL—LL =FL-LL
Dpf—co=FL-CL

-8 -6 -4

RMSE score differences
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J. L. Corcuera Barcena, P. Ducange, F. Marcelloni, A. Renda, Increasing trust in Al through privacy preservation

and model explainability: Federated Learning of Fuzzy Regression Trees, Information Fusion, Vol. 113, 2025,

https://doi.org/10.1016/j.inffus.2024.102598



Interpretable Models:
Fuzzy Rule-Based Systems

* The model consists of a rule-base, i.e., a collection of rules in the form
if «antecedent» then «consequent»

E‘Jﬂce&co ﬁ;rce//oﬂ /

* Example of rules in the form first-order Takagi-Sugeno-Kang Fuzzy Rule-Based Systems

AA: ; At 2 A3
br1=as, Cr1=Dbsr=ass3 Cf =D 3
br1=as; Cr1=Dbso=ar3 Cro=Dbs3

Size

IF X; IS Ayj,, ... AND X; IS A,

F
THEN (%) = Vio + ) Vi X
=1

IF Size IS low ... AND Xp IS Agj, .

F
THEN () = Vio + ) Viei " %
i=1
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Federated Learning of TSK FRBS

Fed
Central Server @ """"""""" > FRBS
A
A B C

Client 1

A

O

()

Configuration: central server configures the learning process

Local learning of TSK-FRBSs

Transmission of local models to the central server

Federated learning of the global TSK-FRBS:
aggregation of the models

Transmission of the aggregated model to the clients

J. L Corcuera Barcena et al., "An Approach to Federated Learning of Explainable Fuzzy Regression Models," IEEE Int’l Conf. on Fuzzy Systems (FUZZ-IEEE), 2022
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Post-Hoc Explainability: SHAP

Alternative approach: Generate a black box model and then try to explain why the
inputs produce that output

Shapley values quantify the impact of each feature on model prediction

Shapley Values in XAl f  Predictive model
F x; Generic F-dimensional input instance
P; = f(x;) = ¢ + Z b, * ¢o Average of the predictions from a background dataset
j=1

¢; Shapley values

Local,i.e., explains individual predictions

KernelShap variant: linear regression-based approximation
* More efficient than naive calculation
* Model-agnostic, suited for both classification and regression tasks

P. Ducange et al. “Consistent Post-Hoc Explainability in Federated Learning through Federated Fuzzy Clustering” IEEE WCCI 2024 - World Congress on Computational Intelligence
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Challenge of adopting SHAP in the FL setting

* Estimation of Shapley values for the explanations for x; involves testing coalitions of features by perturbing x;

* A background dataset (BG) is exploited for perturbing x;
* Replace features excluded from a coalition with those of instances randomly sampled from BG
* The BG should coincide with the set of data used for learning the f model (i.e., the training set)
* |tis a common practice to reduce the numerosity of the BG (e.g., through sampling)

X1 Xo X3 X, X1 Xo X3 X, X1 Xo X3 X, X1 Xo X3 X,
! !
[ Instance to explain ] [Background dataset] Perturbation: X3 randomly
X3 is excluded sampled from BG

P-Ducange et al. “Consistent Post-Hoc Explainability in Federated Learning through Federated Fuzzy Clustering” IEEE WCCI 2024 - World Congress on Computational Intei'l?gence
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Challenge of adopting SHAP in the FL setting

The choice of the background dataset impacts the resulting explanations

In the FL setting the training set is not available in its entirety to any party

Privacy preservation: the explainability process should not violate privacy (as a constrain of the FL setting)
Consistency: explanations of the same data instance for the FL model are identical for different participants

Accuracy: explanations in FL match those that would be obtained in the traditional centralized setting

& & S E
= lﬂ = lﬂ = %\ % /%
Do b oo |

& &

& & © %

\\1// T’

S &

P-Ducange et al. “Consistent Post-Hoc Explainability in Federated Learning through Federated Fuzzy Clustering” IEEE WCCI 2024 - World Congress on Computational Intelligence
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Fed e rated S HAP — how to design a proper and common background dataset

e Start communication topology with horizontally partitioned data
* The model learned in a federation fashion is opaque (it requires post-hoc techniques)

* non-i.i.d. setting: local data follow distributions different from each other and from the overall distribution

tchql Local FL Background dataset generation through
raining models model Federated Fuzzy Clustering
FL Process _ Explainability Process * Privacy preserving summarization of scattered data

g & 0 = ) Test
@—’ Q E data * Cluster centers are exploited as background
U
\

KerneISHAP * common, i.e., shared to all participants

I =

* representative of the entire data distribution

( Background
data

\

* Federated-FCM* is adopted but the choice of the
clustering algorithm is not critical for our objective

V.

Output

'Predictions
J. L. C. Barcena, F. Marcelloni, A. Renda, A. Bechini and P. Ducange, "Federated C-Means and

Explanations
Fuzzy c-Means Clustering Algorithms for Horizontally and Vertically Partitioned Data," in IEEE

Transactions on Atrtificial Intelligence, vol. 5, no. 12, pp. 6426-6441, Dec. 2024

P-Ducange et al. “Consistent Post-Hoc Explainability in Federated Learning through Federated Fuzzy Clustering” IEEE WCCI 2024 - World Congress on Computational Inteﬁ%ence



,?;‘aﬂceu"co L%I‘Cé'//oﬁ /

Experimental setup — Baseline approaches

Ensure consistency Ensure accuracy
*BG = Background dataset (same background (represent the actual Preserve privacy
for all participants) overall data distribution)
BG < K cluster centers obtained v v v
through Federated FCM
Centralized
BG < union of the data locally stored v v X
in the clients
Random
BG < randomly sampling K instances from v X v
a uniform distribution over the input space
Local™
BG™ « K cluster centers obtained through ) ¢ ) ¢ v

local FCM on the m-th participant

P-Ducange et al. “Consistent Post-Hoc Explainability in Federated Learning through Federated Fuzzy Clustering” IEEE WCCI 2024 - World Congress on Computational Intelligence
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Accuracy of explanations

* Accuracy = explanations match those that would be obtained in the traditional centralized setting

| 1 16 Centralized © 8 30 Centralized © o o 140 Centralized o o 175 Centralized

* Three centralized versions G s - alzed g3 0 iy g—n - rone
° BG «— FU” training I FCM-100 = Ej:w-mo ﬁ . B FCM-100 : EE:”M_mo
* BG < FCM, 50 centers 8

* BG « FCM,100 centers %

-
[SEEN N
e
o

- -

o N

S @

Frobenius Norm
Frobenius Norm
-

&)
Frobenius Norm
Frobenius Norm
~
I

-
o

40

]
o

* Ten values for each approach

bt
o

20

o N O seE OO o
]
w

. . )
with different random seed —— L — 0 o === o
FedFCM Random FedFCM Random FedFCM Random FedFCM Random
Approach Approach Approach Approach
(a) Magic (b) Rice (c) California (d) Abalone

N
Discrepancy of both the Federated SHAP (FedFCM) and the Random approach with the baseline
centralized approaches in terms of Frobenius norm of the pairwise difference of ¢p matrices

=
* Federated SHAP:|low discrepancy with the centralized case, low variability

* Random: high discrepancy with the centralized case, high variability

P-Ducange et al. “Consistent Post-Hoc Explainability in Federated Learning through Federated Fuzzy Clustering” IEEE WCCI 2024 - World Congress on Computational Intelligence
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Challenges and future directions 7R
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Not Independent and Identically distributed (Non-1ID) data
Federated Learning with Streaming Data

Privacy protection: It is still not clear to what extent these methods harm the data privacy, and there is no
guantitative measures to identify the degree of privacy leakage.

Large number of hyperparameters (total number of clients, number of local epochs, client dropout
probability)

Lack of universally recognized benchmark datasets

Research on Federated Clustering is still very limited although there exist a number of interesting
application domains

nnnnnnnnnnnnnnnnnnnnnnnnnn
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| would like to thank the members of t group at the Department of Information

Engineering. Federated Learning and Explainable Al are also very active research areas at the
Department of Computer Science.

Questions?

For @esﬁim@nd details, please write to Francesco Marcelloni (francesco.marcelloni@unipi.it)

European University Alliance
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